During Vigilance Awareness Campaign - 2024 - Training Programme on “Cyber
Hygiene and Security” Under Capacity Building was Organized by IT Division
on 14.10.2024 at Corporate Office, New Delhi
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vber hygiene best practices

Installing antivirus and malware software tools and scanning for viruses

Using tirewalls to stop unautharized users from getting information

Updating apps, web browsers, and operating systems on all devices regularly
Keeping hard drives clean by reformatting and wiping them

Changing passwords and using multifactor authentication

Audit the company’s cyber security technology to determine what malware
protections and spam filters the company has and their candition.

Do not allow employees to use their own devices for company work and prohibit
them from using company-issued devices for personal use as well

"CIA TRIAD“

2. Integrity
What It 1s: Making sure that information s accurate and hasn't been tampered with or altered
without authorization,

Why It Matters:
changes have been r
How It's Achleved: Using checksums, digital signatures(Ex. Form-16 etc) , and hashing (creating a
unique digital fingerprint of data) to detect any unauthorized changes or corruption
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3. Avallabllity
What it Is: Ensuring that Information and resources are accessible when needed

Why It Matters: To make sure that users can get to their data and services without (nterrugtions.
How It's Achieved: By Implementing measures like backups, radundant ms, and disaster
recavery plans to minimize dawntime and maintain access even during failures or attacks,
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